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MESSAGING AT WORK
The impact of 
new mobile communications 
in the workplace
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FOREWORD

Advancements in digital technologies coupled with an increasingly mobile 
workforce are reshaping workplace communication. The modern workplace 
is characterized by distributed employees and virtual teams, fueling a 
mobile-first approach to communications. While more and more 
employees are using mobile messaging to communicate and share data, 
these new workplace mobility norms present data security, privacy and 
compliance issues for enterprises large and small.

The shift in how employees communicate and the implications for 
enterprises are explored in this Messaging at Work Report. The report 
examines trends in employee communications in 10 countries to provide 
insight into the proliferation of mobile device usage in the workplace, 
preferred employee communication channels and attitudes about data 
security.

Employees are no longer tied to a desk. The ubiquity of the smartphone 
with an estimated 3.5 billion users worldwide and the rise of BYOD (Bring 
Your Own Device) are transforming how employees communicate. Findings 
in this study reveal that a majority of employees are using smartphones for 
work related communications, putting them in charge of securing enterprise 
data. Yet many of these employees are uncertain about the security of 
their communications and data sharing over these devices, placing 
organizations at risk of security threats and compliance issues.

Pervasive employee use of consumer messaging apps including traditional 
text messaging illustrates the implications associated with employees 
taking charge of security in the enterprise. Usage of non-regulated apps 
like these create complexity in managing compliance, privacy and security 
risks. This points to a critical need for enterprises to not only lock down the 
security of mobile devices, but the apps used on them.

The insights provided in this report should serve as a wakeup call for 
enterprises to address the misalignment between mobile device usage for 
workplace communication and strategies for ensuring control and security. 
The acceleration of the mobile workforce has left many enterprises ill-
equipped when it comes to maintaining compliance, privacy and security 
standards. Companies are finding themselves in a reactive, firefighting 
mode in efforts to protect data security. To evolve with this fundamental 
change calls for a paradigm shift in the way companies approach security 
and compliance in the era of mobile-first and messaging-first employee 
communications.
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The workplaces of the 2020s are changing dramatically: 
becoming more mobile and highly personalised, and with 
wider participation and collaboration. The results of this 
MEF survey confirm these trends and signal some key 
challenges. 

The acceleration of mobile working is in part due to the 
developing world: ‘mobile first’ countries such as China 
and India have embraced mobile fast due to a lack of 
fixed line infrastructure. Slower uptake in the USA may 
be due in part to a more legally punitive environment in 
which some companies prohibit use of non-compliant 
services (e.g. in financial services). The USA is likely to see 
a jump in the uptake of mobile working, supported by its 
homegrown global IT and communication champions, 
once compliance with regulation is clearly understood 
and implemented.

Many employees prefer to use their own devices and 
apps: using a single number, having the freedom to use 
their own apps and a need for privacy are the drivers of 
this.

Messaging is more popular than email for mobile work 
communication. Increasing penetration of smartphones 
is changing how people work, with email via PC no longer 
such a dominant mode of workplace communication. 
50% of mobile workers rely on consumer messaging 
apps for work, while 47% use email on their mobile.

SMS is also embraced: 36% mobile workers are texting 
for work. The combined penetration of SMS and 
consumer messaging apps highlight the importance of 
mobile centric apps for collaboration.

Of concern given the move towards mobile working, is 
the lack of control and security. Unfortunately both 
employees and employers seem to have left important 
questions such as security, data control and compliance 
in secondary position. Most employees are not certain 
that the data they share is secure and some have simply 
not engaged in the topic. 59% of those who use a mobile 
device for work have personally experienced issues such 
as identify theft, or their account being hacked. 

Most companies do not have an approach to 
maintaining compliance, privacy and security standards
that is fit for the mobile working era. It is not uncommon 
for employers to make ad hoc requests to safeguard 
sensitive information (likely in order to maintain 
compliance with personal data regulation such as 
Europe’s GDPR), but there is no certainty that these are 
consistently applied.

MEF believes there is a significant opportunity for 
companies to adopt a more comprehensive and data-
centric approach to managing compliance, privacy and 
security risks, in the new era of the mobile workforce.

The next chapter in Employee Communication is messaging

The Mobile Impact The Messaging Uptake The Security Issue

INTRODUCTION



BACK TO CONTENTS

© 2020 Mobile Ecosystem Forum Ltd 6

3 changes in employee communications

Consumer messaging apps have 
overtaken email

3

Email has been the synonym for the digital 
workplace since the late 1990s. However, 
now non-regulated consumer messaging 
apps have become extremely pervasive, 

arguably because employers have not 
provided a viable alternative.

Many employees prefer to use their 
own devices and apps

2

27%

29%

30%

I want my privacy, I do not want
my employer to know what I am

doing all the time

I want to use the apps that I like

I want to use only one phone
number

Percentage citing each reason for using own 
mobile device for work

BYOD (Bring-Your-Own-Device) policies are 
here to stay. Users like the convenience, 

control and privacy they offer. IT 
departments are happy to encourage this: 
BYOD devices save money, and corporate 

devices do not necessarily offer a more 
secure solution.

The way employees work and communicate 
is changing. In 6 out of 10 countries, 

smartphones are now used by the majority 
for work related communications. This is a 

fundamental shift and this survey highlights 
some important consequences.

The office is now mobile

1

56% of smartphone 
owners use their 
mobile at work 

36%

47%

50%

Send and receive texts
(SMS)

Email

Consumer messaging apps
(e.g. WhatsApp, Facebook

Messanger, Viber, Line)

Percentage using each channel for 
mobile work comms

INTRODUCTION
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3 challenges in employee communications

45%

59%

Those who do NOT use a
mobile for work

Those who use a mobile for
work

Any personal experience of data-related harm such 
as fraudulent text messages, account hacking or 

other financial fraud

Those who use a mobile for work report higher 

than average exposure to fraud. Unless 

enterprises provide viable and secure 

messaging alternatives, they will experience 

heightened confidentiality, security and 

compliance risks.

Consumer apps create risk for 

companies

Employees are now in charge of securing 

enterprise data on their device, but the majority 

have doubts about how secure it really is. 

Enterprises must regain control of their data 

through education and better data management 

solutions. 

Employees are in charge of security, 

but not ‘in the know’

1 2

7%

28%

29%

37%

I do not care

I do not know

No, I do not think it is
secure

Yes, I think it is secure

Do you consider that the data shared by 
you and your colleagues is shared 

securely?

57% are 
not sure 
data is 
secure

In terms of data control, professional email 

protocol is far more established than consumer 

messaging apps. Thus a lack of data control on 

employee devices is now leading to inconsistent 

ad-hoc firefighting policies in order to maintain 

compliance.

19%

21%

32%

Delete certain contacts on
your phone

Delete all work related
information on your phone

Asked you to remove a
colleague who has left the

company from a messaging…

Has an employer requested that you do any of 
the following?

(among those whose employers have taken at 
least one action)

‘Firefighting’ not ‘planning’ data 

regulation compliance is now common

3
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3 new trends in employee communications

Developing countries such as China and India are 

among those with the highest levels of work mobile 

usage due to a lack of fixed line infrastructure. 

Meanwhile, countries such as the USA see 

compliance policies hindering mobile use. Unless 

the ‘Old World’ finds a way to embrace mobile, it 

could miss an important productivity gain.

Employers begin to embrace 

consumer messaging apps, but these 

may not be secure

The digitalisation of documents and 

straightforward sharing via consumer 

messaging apps make passing on attachments, 

pictures (and other potentially sensitive 

information) extremely easy, and this is now 

increasingly commonplace. Employee 

communication is now richer in multi-media too.

Messaging apps facilitate the 

sharing of data

Mobile First countries leapfrogged 

fixed telecoms: they may be first to 

enjoy the mobile productivity gains

1 2 3

When employers take protective action they are 

most likely to set a preferred messaging app 

(47%). This limits the fragmentation of messages 

across platforms, but offers no assurance that 

communications are private or secure, or that 

employees who leave are systematically excluded 

from the information and chats.

47%

employees say 
their employer 
has defined a 
preferred 
messaging app
(among those whose employers have 

taken at least one protective action) Mobile First
Nations

Global Average Developed
Economies

Using mobile at work (%)Percentage sharing each content type via 

mobile for work

56%

71%

46%

23%

25%

29%

Share pictures

Share contacts
(personal details like

phone numbers)

Share documents

INTRODUCTION
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Methodology

BRAZIL CHINA GERMANY INDIA JAPAN SPAIN UK USAFRANCE SOUTH AFRICA

10 Markets

The study was conducted online reaching 6,500 smartphone users across 10 
different countries. Users were contacted in November and December 2019 as 
part of a broader Global Trust Study exploring the impact of events taking place in 
the area of privacy and personal data. The study’s main themes were defined to 
the respondents as follows:

PRIVACY “your ability to control your personal data and what data is shared about 
you when you use the devices.”

PERSONAL DATA “any information that's unique to you that can be collected via 
the devices you interact with. Depending on what devices and services you use, 
examples include your contact details, buying history, social media updates, photos 
and videos, travel history as well as financial information, health and fitness 
information and education“

Questions were included to identify the practices of those who use a mobile device 
for work purposes, be it their own device or one provided by an employer. Specific 
questions covered communication practices, perceptions of data security, and 
employer actions in the area of security, privacy and compliance. In the Appendix 
the questionnaire for this section can be found.

Globally, more than half of the sample claimed to use a mobile device for work 
purposes and thus were asked these questions, providing a robust base for 
analysis.

INTRODUCTION
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Summary

The vision of an employee sitting in an office next to a 
fixed line, or reading an email on a PC, is becoming 
increasingly outdated. Across all 10 markets included in 
the study, over half use a mobile device for work 
purposes, whether it is their own device or one supplied 
by their employer. The proportion using a mobile device 
for work is significantly higher in China (87%), India 
(73%), South Africa (64%) and Brazil (61%). Such ‘mobile 
first’ nations are mostly developing economies deprived 
of a widespread fixed communication infrastructure. 
Developed countries such as the USA have seen 
dampened uptake of mobiles for work in some sectors 
where centralised recording and reporting of 
communication is required for compliance. However, 
the trend is clear: worker preferences, enterprise 
savings and productivity gains all point to increased 
future uptake of mobile services. 

Those using a mobile for work are more like to show 
an above average usage of digital services - this 
suggests a digitally-savvy audience. They are more 
likely to have more apps and to use them more. Indeed, 
this emerges as a key reason for employees wishing to 
use their own device rather than an employer-provided 
device.

The prevalence of BYOD policies (Bring-Your-Own-
Device) is well rooted in consumer preference driven 
by convenience (one single device/number), freedom 
(usage of personal apps), and control (stronger 
perception of privacy). Thus BYOD is a trend destined to 
stay, and one that saves companies from having to buy 
smartphones for their employees. Forcing users towards 
closed devices is not popular - smartphones are open 
platforms and consumer applications are winning over 
users for their simplicity. 

BYOD does not necessarily create more complex 
challenges for employers in terms of managing 
compliance, privacy and security risks. The need for 
information sharing and the multiple applications 
present on devices, make it a general challenge to 
design data control into the environment. 

Employers may find themselves more exposed to 
potential harm: MEF’s 6th Global Trust study reveals 
that 59% of those who use their own mobile device for 
work purposes have personally experienced financial 
fraud such as identify theft, or their account being 
hacked. This is significantly higher than the 
corresponding proportion among those who do not use 
a mobile for work. 

DEVICES
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The mobile is now part of the workplace

Globally the workplace has gone mobile. 56% of the 
global workforce is now using a mobile device for 
business.

The leading mobile workforce is China (87%), followed 
by India (73%), then South Africa (64%) and Brazil 
(61%). The developing economies are leading the 
adoption of mobile in the workplace, in large part due 
to the limited availability of fixed infrastructure.

Developed countries are now following the trends that 
these nations have charted. Already Spain and 
Germany have a majority mobile workforce (52% and 
51%). UK, France and the USA are close to the mark 
(46%, 45% and 44% respectively). The relatively lower 
proportion in the USA may be due in part to a legally 
punitive environment in which professional 
communications must be via official channels. We 
expect this to evolve rapidly as more secure mobile 
communication systems are increasingly adopted. 

Japan is the clear laggard here with only just over 1 in 
3 (37%) using a mobile for work.

87%

73%

64%
61%

52% 51%
46% 45% 44%

37%

56%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Percentage using a mobile device for work by market

BRAZIL FRANCEGERMANYINDIA JAPANSOUTH 
AFRICA

SPAIN UK USA GLOBALCHINA

Question: Do you use a mobile device for work?

Base: n=650 per market, total 6,500

DEVICES
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Bring-your-own-device policies: prevalent in all markets

Globally, employees are most likely to pay for their 
own mobile phone and usage. Only a minority say 
that their employer pays outright, though this 
proportion is higher in Japan and the UK.

Question: Who pays for the mobile device you use for work?

68%
65%

62% 62% 60% 57% 56% 56% 54%

46%

59%

21%
21% 30% 29%

25% 32%

11%

27%
37%

41%
26%

11% 14%
8% 10% 15% 10%

32%

17%
9% 13% 16%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Myself My employer My phone but employer pays for work usage

BRAZILFRANCE GERMANYINDIA JAPANSOUTH 
AFRICA

SPAIN UKUSA GLOBALCHINA

Base: Those who use a mobile device for work EXCLUDING self-employed, ranging from n=217 to n=526 per market

DEVICES
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Those who use a mobile for work engage in more personal mobile services than average

We observe above-average usage of digital 
services among those using a mobile for work: this 
suggests a digitally-savvy audience and one which 
may be attached to particular apps for personal 
reasons. Indeed, this emerges as a key theme when 
asked why they choose to use their own device for 
work (see page 15). Openness to using mobile 
services carries the inevitable consequence of 
greater potential exposure to security risks.

Question: Which of these have you done on your mobile device in the past six months?

57%
53% 52%

47%
45%

30%

25%

5%

50%

41% 42%

30%
28%

20%

13%
16%

0%

10%

20%

30%

40%

50%

60%

Accessed
digital

content - e.g.
film or music

Done
banking via a

mobile
website or

app

Ordered a
product from

a mobile
website or

an app

Used a
service - e.g.
taxi ride or

food delivery

Paid for
something

using a
mobile or

digital wallet

Used a
medical or

fitness
service or

app

Controlled a
'Smart
device'

None of
these

Mobile activities in past 6 months

Use a mobile for work Do not use a mobile for work

Base: Those who use a mobile device for work, n=3,640; Those who do not use a mobile for work, n=2,860

DEVICES
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Employees prefer their own device for personal, practical reasons or by necessity

In some cases employees are obliged to use a personal mobile device 
for work because their employer does not provide one or they are 
self-employed, however it is more likely that they have a personal 
reason for doing so, such as not wishing to have multiple numbers or 
preferring to use particular apps rather than employer-mandated 
ones.

Some reasons vary by market (see page 17 for detail). For instance, in 
the US, Germany, France and UK, employees are most likely to state 
that their employer does not provide them with a device. In Brazil, 
those using their own devices are more likely to say it is because they 
are self-employed (49%), reflecting the local labour market (33% of 
total workforce is classified as self employed – the highest world-wide 
due to high cost of employing workers and managing payrolls). 

In China and Japan, employees are more likely to express attachment 
to apps that they like (39% and 40% respectively). 

Note that on some charts, self-employed participants are excluded 
from the results in order to better gauge the impact of enterprise 
policy – this is indicated in base descriptions in the footer.

Question: Why do you use your personal mobile device at work? (multi-select)

25%

29%

27%

29%

30%

0% 10% 20% 30% 40% 50%

My employer does not provide a
mobile device

I am self-employed

I want my privacy, I do not want my
employer to know what I am doing

all the time

I want to use the apps that I like

I want to use only one phone
number

Employee 
preference

Necessity

Base: Those who use a personal mobile device for work n=2,436
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Company devices do not stop usage of messaging and SMS

A company offering a paid smartphone cannot guarantee 
that a user will be limiting his or her usage to company 
applications only.

Among company phone users, email is the most used 
communication application (51%), higher than the global 
average of 47%.

However, 40% of those using company phones 
communicate via (potentially unsecure) consumer 
messaging apps, and 36% via SMS. The natural evolution of 
SMS (RCS) is already capable of supporting data and file 
sharing in countries such as the USA. 

Question: In which ways do you communicate with colleagues, customers or suppliers using your mobile device? (multi-select)

40%

51%

36%

0%

10%

20%

30%

40%

50%

60%

Messaging apps Email Text messages (SMS)

Messaging apps Email Text messages (SMS)

Those who use a mobile device for work EXCLUDING self-employed, and employer pays, n= 748

DEVICES
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USA, Germany, France and UK: fewer company phones

Question: Why do you use your personal mobile device at work? (multi-select)

24%
26% 25%

49%

14%

30%

39%

33%

12%

19%

32%

27% 26%
24%

34%

27%

23%

27%

21%

32%31%

27%

31%

36%

20%

33%

40%

25%

21%

25%

35%

27%

22%

39%

31%
29%

27%

20%

33%

23%24% 24%
26%

24%

33%34%

28% 28%

24%

35%

30% 29% 27%
29%

25%

0%

10%

20%

30%

40%

50%

60%

I want to use only one phone
number

I want to use the apps that I like I want my privacy, I do not want my
employer to know what I am doing

all the time

I am self-employed My employer does not provide a
mobile device

 BRAZIL  CHINA  FRANCE  GERMANY  INDIA  JAPAN  SOUTH AFRICA  SPAIN  UK  USA Total

Base: Those who use a personal mobile device for work, ranging from n=126 to n=364 per market

In Brazil, those using their own devices for work purposes are 

more likely to say it is because they are self-employed (49%), 

reflecting the local labour market. This reason is also cited 

more than average in South Africa (39%) and India (36%). In 

China and Japan, employees are more likely to express 

attachment to apps that they like (39% and 40% respectively). 

In the USA, Germany, France and the UK, the highest ranking 

reason is that their employer does not provide a mobile 

device. 

DEVICES
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Summary

Consumer messaging apps have overtaken email as the 
professional communication channel of choice among 
those using a mobile device for work. There is 
significantly higher usage of messaging apps among 
those using their own device.

The majority of those using a mobile device for work are 
unable to categorically say that the data they share is 
secure, and this is even more marked among those 
using their own device. Around a third have not engaged 
enough in the topic to know or care about data security 
– potentially leaving the door open to sloppy
communication hygiene. The majority acknowledge they
are not in control of their data.

The risks are real - almost 3 in 5 of those who use a 
mobile for work have already experienced some form 
of personal data harm, or potential harm. This 
heightens the need for employers to adopt a 
comprehensive, proactive data strategy, as well as 
engage in educating end-users on potential data risks. 

EMPLOYEE PRACTICES
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Messaging apps have overtaken email on mobile devices

Among those using a mobile device for work, half use 
consumer messaging apps such as 
WhatsApp/Facebook Messenger, ahead of email. There 
is higher usage of messaging apps among those paying 
for their own phone, but even when employers provide 
the device or contribute to usage, usage of such apps is 
widespread (see page 21).

Communication channels vary by market (see page 22 
for detail). The USA workforce has particularly 
embraced SMS and email, South Africans over-index on 
all channels, while messaging apps are more popular 
than average in Brazil and France. 

Question: In which ways do you communicate 
with colleagues, customers or suppliers using
your mobile device? (multi-select)

23%

25%

29%

36%

47%

50%

0% 10% 20% 30% 40% 50% 60%

Share pictures

Share contacts (personal details like
phone numbers)

Share documents

Send and receive texts (SMS)

Email

Consumer messaging apps (e.g.
WhatsApp, Facebook Messanger,

Viber, Line)

C
H

A
N

N
E

L
S

C
O

N
T

E
N

T

Base: Those who use a mobile device for work EXCLUDING self-employed n=2,922
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A personal phone means highest usage of messaging apps and SMS

Using a personal phone for work correlates with greater 

usage of consumer messaging apps and SMS (for 

example among those who pay for their phone, 54% use 

messaging apps vs. 51% when the employer pays for 

usage and 40% when the employer pays for usage plus 

the device). 

However as shown on page 16, even when employers pay 

towards mobile costs, usage of potentially unregulated 

communication channels such as consumer messaging 

apps and SMS, remains widespread. While some 

employers may be discouraging usage of unsecure 

channels, clearly it is a challenge to eradicate it entirely.

Question: In which ways do you communicate with colleagues, customers or suppliers using your mobile device? (multi-select)

54%

46%

37%

51%

43%

32%

40%

51%

36%

0%

10%

20%

30%

40%

50%

60%

Messaging apps Email Text messages (SMS)

I pay I own phone but employer pays usage Employer pays

Those who use a mobile device for work EXCLUDING self-employed: I pay, n=1,718; I own device but employer pays for usage, n=456; employer pays, n= 748

EMPLOYEE PRACTICES
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Workforce embracing messaging apps including texting (SMS) over email

Question: In which ways do you communicate with colleagues, customers or suppliers using your mobile device? (multi-select)

65%

45%

32%

56%

46%

31%

37%

47%

51%

45%

39%

25%

49% 48%

37%37%

42%

36%

69%

64%

43%

59%

35%

15%

35%

48%

38%37%

54%

60%

50%

47% 36%

0%
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50%

60%

70%

80%

Messaging apps Email Text messages (SMS)

 BRAZIL  CHINA  FRANCE  GERMANY  INDIA  JAPAN  SOUTH AFRICA  SPAIN  UK  USA Total

South Africans seem to be the most versatile communicators 

with highest usage of messaging apps and email (69% and 

64%) and above average usage of SMS (43%). 

The USA workforce over-indexes in texting (60%) and email 

(54%) but only 37% using messaging apps – due to local 

legislation. 

Spain has embraced messaging apps (59%) at the expense of 

SMS (only 15%). 

Base: Those who use a mobile device for work EXCLUDING self-employed, ranging from n=217 to n=526 per market

EMPLOYEE PRACTICES
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Most employees are not certain that the data they share is secure

The majority of those using a mobile device for work are 
unable to categorically say that the data they share is 
secure. Around a third have not engaged enough in the 
topic to know or care about data security – potentially 
leaving the door open to sloppy communication hygiene.

Those who use their own phone for work purposes are 
significantly less likely to say that the data they share is 
secure (see page 24) – however risks remain for 
employers even when they provide the device, if they do 
not also control the apps used on it.

The picture is largely consistent across markets (see page 
25) – there is room for improvement globally. Clearly,
education will be needed to facilitate a better
understanding of the risks. Currently the strongest
perceptions of data security are in India and South Africa.

Question: Do you consider that the data shared 
by you and your colleagues via mobile is shared 
securely? Might other people access it?

7%

28%

29%

37%

0% 10% 20% 30% 40% 50%

I do not care

I do not know

No, I do not think it is secure

Yes, I think it is secure

57% 
are not certain 
that data is 
secure

Base: Those who use a mobile device for work EXCLUDING self-employed n=2,922
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Perceived security by device ownership: those using own phone are least certain

It may be of particular concern given the prevalence of 
BYOD policies, that those who use their own mobile device 
for work are the least certain that the data they are sharing 
is secure. A minority not only do not know, but also do not 
care about data security (11% among those whose 
employers pay for their calls/data usage but not the 
device). 

It is worth noting that even when employers pay outright for 
the device plus usage, over half of employees remain unable 
to say that the data they share is secure. This brings home 
the need for control both at a device level and at an app 
level.

Question: Do you consider that the data shared 
by you and your colleagues via mobile is shared 
securely? Might other people access it?

46%

36%

26%

25%

30%

31%
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Base: Those who use a mobile device for work EXCLUDING self-employed: employer pays, n= 748; I pay, n=1,718; I own device but employer pays for usage, n=456
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Perceived security by market: room for improvement globally

Question: Do you consider that the data shared by you and your colleagues via mobile is shared securely? Might other people access it?
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Base: Those who use a mobile device for work EXCLUDING self-employed, ranging from n=217 to n=526 per market

Perceptions of data security are strongest in India and South 

Africa, however, there remains much room for improvement 

across all markets. Interestingly, perceptions in Brazil are rather 

polarized: it has one of the highest proportions believing that data 

is secure but also the highest proportion who believe it is not 

secure. China particularly stands out for a weak response to this 

question – over 2 in 5 respondents either do not know or do not 

care about the security of data that they share.
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Most do not feel in control of how apps and services use their personal data

As observed in MEF’s 6th Annual Global Consumer 
Trust Study, many smartphone users do not feel in 
control over the way in which their personal data is used 
by mobile apps and services. Among those using a 
mobile for work, the proportion who feel they have at 
least some control is slightly higher (31%), but the 
majority remain uncertain or feel they simply have no 
choice but to allow apps and services access to their 
data (about 70%). 

It is worth signalling that perceived control may not 
correlate with professional compliance.

Question: To what extent do you feel you are in control of the way your personal data is used by mobile apps and services?
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Base: Those who use a mobile device for work EXCLUDING self-employed: employer pays, n= 748; I pay, n=1,718; I own device but employer pays for usage, n=456
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Those using mobiles for work are more likely to have experienced data harm

Those who use a mobile device for work are more 
likely to have personal experience of data-related 
harm such as fraudulent text messages, account 
hacking or other financial fraud. 

In total, 59% have experienced one or more of these 
issues, compared with 45% among those who do not 
use a mobile for work. 

SMS phishing (text messages trying to steal 
personal data) is the most prevalent form of 
(attempted) fraud and also where we can see the 
biggest divergence between the general population 
and those using a mobile device for work.

Question: Have you or someone close to 
you ever experienced any of the 
following? 
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Those using a mobile for work are most likely to be male and aged 16-34

Demographic differences between those who use 
a mobile for work and those who do not tend to 
be relatively minor and indicative of general 
workforce biases. Those who use a mobile for 
work are slightly more likely to be male and aged 
25-34.

There are some differences by market (see 
pages 29 and 30 for detail), with the USA having 
a strong skew towards males and the younger 
age bands.
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Using a mobile for work tend to skew male, particularly in the USA and Japan
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China stands out as an exception to other markets in terms of 

gender balance, with fewer females present among 

smartphone users generally. 

Elsewhere, we observe a slight skew towards males among 

those using a mobile for work, as compared with those who do 

not use a mobile for work.

The male skew is most marked in the USA, Japan and the UK.

EMPLOYEE PRACTICES



BACK TO CONTENTS

© 2020 Mobile Ecosystem Forum Ltd 30

The USA mobile workforce has the strongest skew towards the young
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In the majority of countries there is only a slight difference in age 

profile between those who use a mobile for work and those who 

do not. Often, though not always, the mobile workforce has a 

higher proportion of 16-34s than other smartphone users.

The USA is the market where the mobile workforce has the 

strongest skew towards the young.

China stands out for the young age profile of those who do not

(yet) use their smartphone for work, though the small base size of 

83 should be highlighted.
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Summary

It is likely that most companies do not have a 
comprehensive approach to maintaining compliance, 
privacy and security standards. Among those whose 
employers have taken at least one protective action, 
47% claim that their employer has defined a 
preferred messaging app. However, in many cases 
this may be a consumer messaging app, offering 
little assurance that communications are private or 
secure, or that employees who leave are 
systematically excluded.

It is not uncommon for employers to make ad hoc 
requests to safeguard sensitive information, likely in 
order to maintain compliance with personal data 
regulation such as Europe’s GDPR. But there is no 
certainty that these are consistently applied - they 
may be reactive and open to lapses.  
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Half of employers have a preferred messaging app, lower in UK/DE

Among those whose employers have taken 
‘protective’ action, just under half have defined a 
preferred messaging app. Without rigorous data 
control mechanisms this action is unlikely to secure 
communication but may limit the dispersion of 
messages and possibly control messaging flow. 

Choosing a preferred app can be a first step, but it 
is likely that the majority of organisations do not 
have a comprehensive approach to maintaining 
compliance, privacy and security standards. 

The use of a preferred mobile messaging app is 
around average in the USA but below average in the 
UK and Germany.

Question: To what extent do you feel you are in control of the way your personal data is used by mobile apps and services?
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Base: Those who use a mobile device for work EXCLUDING self-employed, ranging from n=217 to n=526 per market
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Other employer actions: compliance with data regulation can be reactive

It is not uncommon for employers to make ad hoc 

requests to safeguard sensitive information, likely in 

order to maintain compliance with personal data 

regulation such as Europe’s GDPR. For example, 

among those employers taking some form of action, 

around a third have asked their employees to remove a 

colleague from a messaging app chat group. However, 

there is no certainty that these actions are consistently 

applied - they may be reactive and open to lapses.  

Directionally, those employers who contribute to mobile 

costs are slightly more likely to take action (see page 

35). 

There is some variance by market: while the USA is 

around average in terms of levels of protective actions 

being taken, South Africans report more instances of 

being asked to remove ex-colleagues from messaging 

groups (see page 36). Despite more employers defining 

a preferred messaging app in China (see slide 31), the 

country is consistently below average on other 

protective actions. 

Question: Has an employer ever requested to do any of the following? (multi-select among those taking action)
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Base: Those who use a mobile device for work EXCLUDING self-employed n=2,922
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Employers appear to take more action when they contribute to mobile costs

While the proportion citing each action does not vary 

much based on whether the employer or employee 

owns the device, there are some directional differences. 

When employers contribute financially to the device or 

usage, they are slightly more likely to take some of the 

actions.

Question: Has an employer ever requested to do any of the following? (multi-select among those taking action)
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Employer actions by market: China the only country with fewer actions taken

Question: Has an employer ever requested to do any of the following?
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Base: Those who use a mobile device for work EXCLUDING self-employed, ranging from n=217 to n=526 per market

South Africans report the most instances of being asked to 

remove ex-colleagues from messaging app chat groups, with 

the UK also higher than average for this action. 

Despite more employers defining a preferred messaging app 

in China (see slide 33), the country is consistently below 

average on other protective actions. 

In general other markets are at similar levels.

COMPANY PRACTICES



BACK TO CONTENTS

© 2020 Mobile Ecosystem Forum Ltd 37

IMPLICATIONS
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Implications for the industry

A mobile workforce can be a more productive one - support the trend 

• The productivity gains of mobile workforces have been proved in multiple studies. The potential of finding a workforce already familiar with a platform offers great
potential: this technology does not require specific training but it is based on real life experience

The Messaging Revolution is taking over the workplace – understand it

• Messaging is the new email, the most common mobile platform for information sharing, collaboration and reporting
• The messaging platform (and its closely related SMS texting form) should be embraced by companies

Bring Your Own Device policies are here to stay – don’t fight it

• It is driven by user acceptance: freedom, convenience and privacy of using a personal phone is proving a strong driver
• Many companies are already supporting it

Company phones are unlikely to provide a secure solution – don’t force it

• Users offered a mobile phone by their companies may still use consumer messaging app and texting, creating the risk of data breaches

Security is now the biggest threat – plan for it

• The co-existence of messaging and consumer apps in a single device will continue to put a strain on security. A new paradigm needs to emerge. Companies should devise
comprehensive plans to secure workplace communications rather than engage in reactive fire-fighting policies

• Many companies seem unaware of the risks that the open messaging /smartphone world entails. Tracing potential weaknesses in sensitive or private data leaks is an
important exercise that each enterprise should undertake. Understanding what data is shared in the workplace is a first step, classifying it for sensitivity a second one..

• Compliance reviews are necessary. Regulations requirements are strong and should be understood. Companies need to institute a holistic policy-based approach to
security, administrative control and regulatory compliance in context of mobile messaging.

Education, education, education 

• Employees as well as employers require a better understanding of the issues as well as better guidance on how to navigate the ‘do’s and don’ts’ of corporate messaging

IMPLICATIONS
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Methodology

The questions were integrated into MEF’s annual consumer trust study carried out for the past six years, 

and were as follows: 

• In this section, we would like to ask you a few questions about your mobile device and personal

data at work. Do you use a mobile device for work? (Yes/No)

• Who pays for the mobile device you use for work?
• My employer; Myself; It’s my phone but my employer pays for work related calls/data

• In which ways do you communicate with colleagues, customers or suppliers using your mobile device?
• I use email; I send and receive text messages (SMS); I chat using messaging apps (e.g.

WhatsApp, Facebook Messenger, Viber, Line); I share pictures; I share documents; I share

contacts (personal details like phone numbers)

• Why do you use your personal mobile device at work?
• My employer does not provide a mobile device; I am self-employed; I want to use only one phone

number; I want to use the apps that I like; I want my privacy, I do not want my employer to know

what I am doing all the time

• Has an employer ever requested to do any of the following?
• Delete all work-related information on your phone; Use a dedicated company mobile messaging

app to share information among colleagues; Delete certain contacts on your phone; Asked you to

remove a colleague who has left the company from a messaging app chat group

• Do you consider that the data shared by you and your colleagues via mobile is shared securely? Might other 
people access it?

• Yes, I think it is secure; No, I do not think it is secure; I do not know; I do not care

BRAZIL INDIAFRANCE CHINA

10 Markets

GERMANY JAPAN SPAIN UK USASOUTH 
AFRICA

MEF’s annual consumer study was carried out in 10 countries in November and 
December 2019. 

On behalf of MEF, On Device Research surveyed 6,500 smartphone users, 650 in 
each of 10 markets. 

Smartphones are defined as mobile phone devices using Android or iOS operating 
systems. Respondents were recruited on and answered the questions on their 
smartphones. 
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41

Mobile Ecosystem Forum is a global trade body that acts as an impartial and authoritative 

champion for addressing issues affecting the broadening mobile ecosystem. We provide our 

members with a global and cross-sector platform for networking, collaboration and advancing 

industry solutions. The goal is to accelerate the growth of a sustainable mobile ecosystem that 

delivers trusted services worldwide. Established in 2000 and headquartered in the UK, MEF’s 

members are active across Africa, Asia, Europe, Middle East, North and Latin America.

ABOUT  MEF

The editorial and analysis in  this paper may contain references to third party products, services and metrics. This data is sourced by the author from official press material distributed by the companies concerned. Its inclusion does 
not represent a recommendation by the MEF or the authors of this report in anyway. All other trademarks are the property of their respective owners.

© 2020 Mobile Ecosystem Forum Ltd. All Rights Reserved. No part of this publication may be reproduced, distributed or made available without permission of the copyright owner.
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Study Partners

NetSfere is a secure enterprise messaging service from Infinite Convergence Solutions, Inc. NetSfere provides industry-leading 

security and mobile messaging capabilities, including global cloud-based service availability, device-to-device encryption, 

administrative controls and regulatory compliance. 

The service leverages Infinite Convergence's experience in delivering mobility solutions to tier 1 mobile operators globally and

technology that supports more than 400 million subscribers and over a trillion messages on an annual basis. 

NetSfere is also compliant with regulatory requirements, including GDPR, the Health Insurance Portability and Accountability 

Act (HIPAA), Sarbanes-Oxley and others. For more information, visit www.netsfere.com.

ABOUT NETSFERE

APPENDIX
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Study Partners

On Device Research is a research company that gathers responses on mobile 

devices - so far we've sent over 2.3 million surveys across 53 countries. 

By conducting research on mobile phones and tablet computers we can reach 

consumers wherever they are, at any time and in any location. 

Mobile research also brings fresh, instant responses that accurately capture 

consumers’ feelings, thoughts and opinions.

For more information visit www.ondeviceresearch.com

ABOUT ON DEVICE RESEARCH

APPENDIX

Insight Angels is a consultancy offering insight management support, strategic 

research and segmentation expertise. We offer a depth of senior client-side 

and agency-side experience and see ourselves as business activists, focusing 

on impact over approach.

For more information visit www.insightangels.com

ABOUT INSIGHT ANGELS

http://www.ondeviceresearch.com/
http://www.insightangels.com/

