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E X EC U T I V E  S U M M A RY 
Employees are increasingly relying on mobile messaging in addition to traditional business communications such as email 
and unified communications (UC) to get their work done. 451 Research estimates that two out of three employees use a 
smartphone for business purposes. Of those users performing work-related activities on a smartphone, 73% use mobile 
messaging – including SMS/text messaging and over-the-top (OTT) consumer messaging apps – for business purposes, 
according to our Voice of the Connected User Landscape (VoCUL) service.
Mobile messaging can be an efficient real-time collaboration tool that enables organizations to improve productivity. 
However, the lack of a secure enterprise-grade messaging solution prevents many organizations from taking full advan-
tage of mobile messaging’s benefits. Furthermore, organizations tend to be lax regarding the use of personal devices and 
non-sanctioned apps for workplace communications. They are typically unaware of the extent to which non-sanctioned 
applications are being used, which opens the door to privacy, compliance and security risks. Furthermore, the lack of aware-
ness could lead organizations to underestimate the level of risk they are facing.
This Pathfinder Report provides data and analysis on the use of consumer messaging apps in the workplace before making 
recommendations on how to evaluate and mitigate the risks they entail.

K EY  F I N D I N GS
�� Employees are increasingly relying on consumer messaging apps for business purposes. This indicates that a number of 

use cases are not being addressed by the business communications tools their organizations provide. 
�� Organizations are unaware of how extensively employees are using non-sanctioned apps in the workplace, opening the 

door to privacy, compliance and security risks.
�� Many organizations are at risk because they do not have a secure enterprise-grade messaging product in place.

Employees rely on non-sanctioned apps to get work done
A growing volume of business communications is shifting to consumer messaging apps on mobile devices. That 
said, there is no simple way to know just how much traffic is actually being displaced from traditional business communi-
cations by consumer apps such as Facebook Messenger, WhatsApp, WeChat, Line or SMS. There are several reasons for this, 
including the fact that these applications are outside the scope of IT and, therefore, challenging – if not nearly impossible 
– to track. Second, a significant portion of OTT traffic growth is the result of use cases that are not currently addressed by 
existing business communications offerings.
The growing relevance of mobile messaging apps for internal business communications, however, is undeniable. 451 Re-
search’s VoCUL provides evidence that employees are relying on mobile messaging in addition to traditional business com-
munications such as email and UC to communicate with each other and with partners and suppliers.
User behavior is a key factor driving the use of mobile messaging in the workplace. In the last few years, messaging apps 
have emerged as one of the preferred forms of communication for consumers. They are easy to use and represent a faster, 
more effective alternative to email. According to 451 Research’s VoCUL Consumer Representative Survey, 84% of mobile 
users in the US use messaging services for personal purposes. 
When it comes to business use of mobile devices, our VoCUL survey results show that messaging is the top activity in 
the US, even above email and voice calls; 73% of survey respondents report using messaging on their smartphones for  
business purposes.
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Figure 1: Messaging is the top activity for employees using a smartphone for business purposes
In which of the following ways do you use your smartphone for business purposes? 

Source: 451 Research VoCUL Smartphones – Consumer Representative Survey, Q4 2016
Their popularity with consumers is a key driver, but other factors are also influencing the use of messaging apps in the work-
place. These include bring-your-own-device (BYOD) policies and limitations of traditional business communications products.

BYO D  P E R P E T UAT ES  T H E  U S E  O F  CO N S U M E R  M ESSAG I N G  A P PS  I N  T H E  WO R K P L AC E
According to 451 Research’s latest VoCUL Corporate Mobility and Digital Transformation Survey, most companies allow em-
ployees to use their personal mobile devices for business purposes (e.g., email, connecting to the corporate network). When 
asked about their company’s BYOD policy for mobile devices, 58% of respondents stated that their companies allow the use of 
personal smartphones and/or tablets for business purposes, as shown in Figure 2. Only 18% do not explicitly allow access to 
corporate email on personal devices, while 19% have no formal policy regarding their use.

3%

7%

11%

14%

16%

17%

20%

27%

30%

32%

42%

58%

66%

73%

Other

Vertical-specific applications (e.g., manufacturing inventory 
management, transportation fleet management, field service)

Expense reporting

Access to enterprise Apps

Audio/video conferencing

Editing documents (e.g., spreadsheets, presentations)

Travel logistics (e.g., checking flights, booking hotels)

Viewing documents (e.g., spreadsheets, presentations)

Contact management

GPS/navigation for business travel

Calendar/scheduling (e.g., Outlook calendar)

Voice calls

Email

Messaging (SMS & third-party messaging apps)



PAT H F I N D E R  R E P O RT :  G ROW I N G  U S E  O F  CO N S U M E R  M ESSAG I N G  A P P S  
E X P OS ES  O RGA N I Z AT I O N S  TO  P R I VACY,  CO M P L I A N C E  A N D  S EC U R I T Y  R I S KS

5COMMISSIONED BY INFINITE CONVERGENCE

Figure 2: Most companies allow employees to use their personal mobile devices for business purposes
Some companies allow employees to use their personal smartphones and/or tablets for business purposes - such as company email, connecting to 

the corporate network, or using other IT resources. Other companies only allow access to email and other IT resources through approved, compa-
ny-provided devices. Does your company allow employees to use their personal smartphones and/or tablets for business purposes?

Source: 451 Research VoCUL IT Spending Survey, 3Q 2017
BYOD policies vary significantly by company size. Midsized companies (101-1,000 employees) are more likely to allow the use of per-
sonal mobile devices (64%). Larger companies (1,000+ employees), on the other hand, are more likely to have a strict BYOD policy: 
24% do not allow the use of personal devices, and only 9% do not have a formal policy in place.
When it comes to employees’ use of consumer apps in the workplace, nearly two-thirds of survey respondents said their company 
has not made any policy changes in the last six months regarding messaging services due to security concerns, as shown in Figure 
3. Only 9% said their company no longer allows use of messaging services that have not been approved.
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Figure 3: Most companies have not made policy changes in the last six months regarding messag-
ing services due to security concerns
Has your company made any policy changes in the last six months regarding messaging services (e.g., SMS, Skype, Facebook, WhatsApp) 

due to security concerns?

Source: 451 Research VoCUL, Consumer Representative Survey, Q4 2016 

T H E  U S E  O F  N O N -SA N CT I O N E D  A P PS  R E F L ECTS  L I M I TAT I O N S  I N  B U S I N ESS  CO M -
M U N I CAT I O N S  P L AT FO R M S
Employees are relying on consumer messaging apps in addition to traditional business communications such as email and 
unified communications. The former cover a wide range of use cases and have been the most important tools for commu-
nication and collaboration in the workplace for many years. They remain relevant and widely used.
However, employees increasingly use mobile devices for business communications. Survey results show that nearly 70% of 
respondents use a smartphone for business purposes – either personal or provided by their companies (Figure 4). Of those 
users performing work-related activities on a smartphone, nearly 40% report doing so on a daily basis (Figure 5).
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Figure 4: Most employees are using smartphones for business purposes 
Which of the following best describes how you use  a smartphone for personal and business purposes?

Source: 451 Research VoCUL, Consumer Representative Survey, Q4 2016

Figure 5: More than one out of three employees use a smartphone for business purposes on a 
daily basis
How often do you perform work-related activities on your smartphone?

Source: 451 Research VoCUL, Consumer Representative Survey, Q4 2016
IT managers should consider the use of consumer messaging apps in the workplace an indication that the business com-
munications tools they are providing their employees are not addressing many of their requirements and use cases. The 
apps’ growing relevance in the workplace and the absence of mobile messaging in communications tools that organiza-
tions provide to their employees reflect a critical limitation in the current business communication platforms. These limita-
tions lead employees to rely on consumer messaging apps for real-time peer-to-peer communications.
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UC offerings have traditionally focused on VoIP and online meetings but – with some exceptions – not mobile messaging. 
In many cases, the messaging capabilities provided by UC vendors were developed for a desktop environment and are not 
optimized for mobile devices. This translates into a poor user experience that discourages their use. In contrast, SMS and 
OTT messaging apps such as Facebook Messenger and WhatsApp provide a superior user experience that have made them 
the most popular apps on mobile devices. 

The shift to consumer messaging apps opens the door to  
security risks
The shift from traditional business communications such as email and UC to consumer messaging apps opens the door 
to privacy, compliance and security risks that IT decision-makers did not previously have to worry about within a closed, 
hardware-centric environment that was completely controlled and managed by IT.
The risks these apps entail is top of mind for IT decision-makers. 451 Research’s VoCUL survey results show that managing 
the risks inherent in the business use of mobile messaging applications is one of their top priorities, as shown in Figure 6.

Figure 6: IT decision-makers worry about the risks that mobile messaging apps entail 
Question: What are your top priorities in terms of addressing business application software pain points? (Choose No More Than Three)

Source: 451 Research VoCUL Corporate Mobility and Digital Transformation Survey, 2H 2016
Organizations are unaware of how extensively employees are using non-sanctioned applications for business pur-
poses. Mobile applications are easy to use without oversight and can be quickly adopted by employees to solve business 
problems without involving the IT department. It follows that if organizations are unaware of the extent to which consumer 
apps are used in the workplace, they may also be underestimating the risks their use entails. 
There are several high-risk security and compliance vulnerabilities associated with the use of consumer messaging apps for 
business purposes. These applications are vulnerable to unexpected leaks – accidental or intentional – of confidential data. 
If the device is lost or stolen, IT cannot remotely remove sensitive business information on OTT apps from the device. The 
lack of access management also prevents IT from blocking unauthorized use of OTT messaging apps.
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In addition to data leakage, organizations in highly regulated industries such as healthcare, government and finance that 
deal with highly confidential and sensitive information could face significant fines given that the data within OTT apps is 
not adequately protected and does not have a backup system in place for auditing purposes.
The risks brought on by the use of consumer messaging apps are not limited to regulated industries. Organizations of all 
sizes and across different industries handle sensitive information that requires a high level of privacy and security, including 
information related to intellectual property, financial reports, legal discussions, R&D and M&A. 

H OW  CA N  I T  GAU G E  A N D  A D D R ESS  T H E I R  L EV E L  O F  R I S K?
IT organizations must apply the same standards for protecting the integrity of mobile messaging as other forms of 
corporate communications. As with email and web browsing, mobile messaging can be subject to malware, surveillance 
and other forms of cyber threats. But how can organizations bring mobile messaging to the same level of security and con-
trol as email and UC? CIOs, CTOs and IT decision-makers are well aware that no single product will be 100% secure. The first 
step, however, should be to assess the level of risk.
Organizations should evaluate the data protection, security, compliance, productivity and business risks associated with 
the use of consumer messaging apps in the workplace. They do not need to track the volume of OTT traffic to evaluate 
their level of risk when it comes to the use of non-sanctioned mobile applications. There are several alternatives that can 
provide insights, including using mobile device management products to assess the number of managed devices using 
OTT messaging apps. 
Enterprises can define policies to regulate how and when employees can access OTT apps in the workplace, and they can 
use networking tools to monitor and identify OTT app use when employees access their company’s corporate Wi-Fi. Anoth-
er option is for organizations to completely blacklist OTT messaging apps.
Finally, organizations can survey employees to gain insights into how much they are using these apps for business purpos-
es. More importantly, this can also help organizations understand the use cases for which employees are relying on OTT 
messaging apps to get their work done.

Secure messaging adds critical capabilities to business  
communications
The list of potential security risks associated with the use of consumer messaging applications in the workplace is a long 
one. Organizations should consider these risks when evaluating business communications and team collaboration technol-
ogy. There are, however, other important considerations that organizations should take into account.
For example, consumer messaging apps are far from adequate when it comes to using them for business purposes because 
they do not support all the relevant use cases for employees, leading to ineffective communication and collaboration. Fur-
thermore, they are not integrated with business applications, which leads to workflow inconsistencies and interruptions 
that can impact overall productivity.
Many organizations are at risk precisely because they have not yet deployed a secure enterprise messaging prod-
uct. Employees will rely on non-sanctioned apps to get their work done when a secure and efficient enterprise applica-
tion is not available. The abundant use of OTT apps indicates that existing business communications tools don’t address a 
number of use cases that employees require. It might seem that the risks involved leave many organizations – particularly 
those in highly regulated industries – with no choice but to prohibit employees from using consumer messaging apps for 
business purposes.
However, secure mobile messaging can fill the gap left by email and UC by providing a secure real-time communications 
tool to enhance the ways in which employees interact with each other and with partners and suppliers. Organizations 
should consider deploying a secure enterprise messaging product to address the limitations in business communications 
while at the same time providing adequate security, data protection and compliance.
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Conclusions
Email and phone have been the dominant channels for business communications for more than 20 years, but there are indi-
cations this is changing. Employees increasingly rely on mobile devices in addition to traditional business communications 
such as email and UC to get their work done. 
We do not expect mobile communications will entirely displace traditional business communications, at least in the near 
term. A more likely scenario is that they will coexist, with users relying on them for different purposes.
451 Research predicts that as mobile penetration continues to grow, the use of mobile messaging in the workplace will sig-
nificantly expand. As usage grows, so too will threats and security risks. We expect that secure enterprise mobile messaging 
will emerge from behind the shadow of consumer messaging apps to become a core productivity tool that workers use 
on a daily basis, alongside email and calendar applications. We also expect evolving privacy and security requirements will 
result in secure messaging emerging as a distinct business communications category.


